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Disclaimer

EBYTE reserves all rights to this document and the information contained herein.
Products, names, logos and designs described herein may in whole or in part be
subject to intellectual property rights. Reproduction, use, modification or disclosure to
third parties of this document or any part thereof without the express permission of
EBYTE is strictly prohibited.

The information contained herein is provided ‘“as i1s” and EBYTE assumes no
liability for the use of the information. No warranty, either express or implied, is given,
including but not limited, with respect to the accuracy, correctness, reliability and
fitness for a particular purpose of the information. This document may be revised by

EBYTE at any time. For most recent documents, visit www.ebyte.com.

Copyright ©2012 - 2019, Chengdu Ebyte Electronic Technology Co.,Ltd. 1
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1. Overview

1.1 Brief introduction

F103-W12 series is a support IEEE 802.11b/g/n ultra—low power WiFi module developed by Chengdu
Yibaite Electronics Co., Ltd. based on Dialog DA16200 SoC chip, built—in high—performance ARM Cortex—M4
processor, working in the 2.4 2.4835GHz frequency band, wireless maximum transmission power up to 20dBm.

In terms of function, the module supports IEEE802.11 b/g/n standard, the module supports AP and
STA modes, supports TCP/UDP/HTTP/MQTT multiple network transmission protocols, and can maintain WIFI

connTctlon in hesmpqwer mode.I | 16mm |

(@)
EBYTE

E103-W12C

(m)
EBYTE

E103-W12X

WWET
WWET

[l 3
% Manufacturer: EBYTE Manufacturer: EBYTE
[=] 255 SN X000 SNz XXXXXXXXXXXXX

E103-W12X E103-W12C

1. 2 Features:

Support IEEE802.11 /b/g/n standard, working in the 2.4GHz frequency band;
Three low—power modes are available, with a minimum current of 0. Z2uA.

Support AP, STA, AP+STA 3 working modes;

Support WEP/WPA/WPA2/WPA3 multiple WIFI security authentication methods;
Support TCP/UDP/HTTP/MQTT network communication protocols;

Support up to 7 socket connections;

AP access point supports 6—channel STA device connection;

Support SNTP network time acquisition (under the premise of Internet access);
MQTT and MQTTS network protocols (Alibaba Cloud, Baidu Cloud, OneNet, Amazon Cloud)
T #: HTTP Client:

TCP SERVER/TCP CLIENT, UDP COMMUNICATION MODE;

Support AT command configuration;

Support static IP address allocation and DHCP dynamic allocation;

Supports scanning of nearby AP information;

Support WIFI fast connection;

L 2R 2R 2K 2K 2R 2K 2R 2% 2R 2R 2R 2R 2K 2R 2R

Support low—power mode to maintain WIFI connection;

Copyright ©2012 - 2019, Chengdu Yibaite Electronic Technology Co., Ltd 2
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€ Support PWM output, ADC acquisition, GPIO control;

1.3 Application scenarios

— Medical and health care
Multi-parameter patient monitor
Electrocardiogram (ECG)
Hospital electronic bed and bed control system
Telemedicine system
— Construction & Home Automation:
HVAC systems and thermostats
Video surveillance, video doorbell, and low—power cameras
Building security systems and low—power electronic locks
— Smart appliances
- Smart wearables
— Asset tracking
— Factory automation

— Grid infrastructure

2. Specifications

2.1 RF parameters

Model
RF parameters unit remark
E103-W12X E103-W12C
WiFi protocol - IEEE 802. 11b/g/n
Ceramic The characteristic impedance is
Antenna form - IPEX
antennas about 50 ohms
The antenna gain is 5dBi, and
Reference distance M 500 300 the module communicates with
the device
Supports the global license—free
Band GHz 2.4
ISM 2. 4GHz band

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd
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2.2 Electrical parameters

. Model
RF parameters unit remark
E103-W12X E103-W12C
) Permanently burns out the
Operating voltage V 2.1-3.6V
module over 3.5V
There is a risk of burnout with
Communication level v 3.3
5V TTL
Transmit power dBm 20
Emission current but 200
Receive current but 46
Sleepl U 0.2 Shut off completely
It can be timed to wake up or pin
Sleep2 U 3 to wake up, Wake up can be
power
connected to WiFi within 200ms.
consump
. WIFI keeps connected,
tion Sleep
TCP/UDP/MQTT can keep
current
connected, can receive data,
Sleep3 U 100-200 send data needs to pass through
the wake—up module, power
consumption is related to the
router and network quality.
Operating .
tempera . -40~+85 Industrial grade
temperature C
ture
Storage temperature —-40~+125
2. 3 Hardware parameters
Model
Hardware parameters remark
E103-W12X E103-W12C
chip DA16200
Flash 4MB Customizable 16MB/SMB
Encapsulation Patches
size 16%13%2. 7mm The error size is #£0. lmm
weight 3.bg 3.4g The error is £0.1g

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd
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3. Mechanical dimensions and pin definitions

3.1 E103-W12X pin diagram

13.0

M
-

1.27 2.05
1 1

18 17 1% 15 14 13 12 1

2 13 14 15 ~J

16.0

€8’

Top pad : 0.50 Bottom pad ‘100 Unit: mm
— pad quantity : 28
0.50 ]:le[),ao D.S{JEEIO.SD Tolerance value : X.XE0.1mm

XXXZE0.05mm

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 5
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3.2 Pin diagram of E103-W12C

13.0

16.0

1B/ 177 1% 15

14

13 12

27 127
1

1

m 12 13 14

13

Top pad: 0.50

0.50 D] Jo.80

Bottompad: , Unit: mm
— pad quantity : 28
0.50") | J0.80 Tolerance value : X.X£0.1mm

XXXE0.05mm

E103-W12C&E103-W12X Pin Definitions:

Pin
See Pin
ence Pin name Pin Usage
type
numb
er
1 GND - Ground, connected to the power reference ground
2 NC - -
3 WAKE UP - sleep2/sleep3 external wake up feet
The 1 bl in, high level bled, low level
A PUR KEY - power supply enable pin, high level enable ow leve
shutdown is in sleepl mode
GPIOA1-GPIOA11 power supply 1.8v-3.3V, GPIO output voltage
5 VDD DIO1 1/0 )
is the same
6 GPIO3 1/0 General-purpose 10 port, ADC channel3 can be reused
7 GPIOAO 1/0 General-purpose 10 port, ADC channelO can be reused
8 GPIOA2 1/0 General-purpose 10 port, ADC channel2 can be reused
9 GPIOA1 1/0 General-purpose 10 port, ADC channell can be reused
10 GPIOA5 1/0 AT command serial port UART RX

Copyright ©2012 - 2023,
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11 GPI07 1/0 General-purpose 1/0 port
12 GPIOA10 1/0 Universal I/0 port, multiplexable PWM output
13 GPIOALL 1/0 General-purpose 1/0 port, receive data notification pin in
sleep3 mode
14 GPIOA6 1/0 General-purpose 1/0 port
15 GPT0A4 1/0 AT command serial port UART1 TX
16 GPIO08 1/0 General-purpose 1/0 port
17 GPIOA9 1/0 General-purpose I/0 port
18 | RTC_WAKE_UP2 1/0 Pull-down grounding
19 GND 1/0 Ground, connected to the power reference ground
20 VDC 1/0 Module powered, 3.3V
GPIOC6-GPIOC8 power supply 1.8v—-3. 3V, GPIO output voltage is
21 VDD_D102 1/0
the same
22 UARTO_TXD 1/0 Debugging the serial port TX, users don t need to care
23 UARTO RXD 1/0 Debugging the serial port RX, users don’t have to care
24 GPIOC6 1/0 General-purpose 1/0 port
25 GPIOC7 1/0 General-purpose 1/0 port
26 GPIOCS8 1/0 General-purpose 1/0 port
27 JTAG TCLK - JTAG emulation burning pin
28 JTAG_TMS - JTAG emulation burning pin

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 7
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4,

Wiring diagrams are recommended

ATHEAH

T

CO00O000

D000 000

VBUS  USB Dt o 33v
25SB D- USB D- 2, :;:;’ R‘,’I';_F GPioaA
3 USB D* el ot cpioas
& =2 i 33V
RTS; VCC I £ g
CTS# TNOW/DTR# -2 G 5 §
— g < FEEER
— . d o s 8 9 %
C8 ol 3 8 & 5 8§ "=
GND ul =
vl ' EEREREEEER
%/ o & & & & S| & & &
‘i) 2 o wf o o W | @ o —
S < < < < < g
Wik 3 s535:38
GND) seown U1 Gproa7a ) S S A ¥ o2
= 5 5 5 o &£ £ &
GPIOAIOA 12 °© o g &g 24
SPOMOA 2 GPIOA10A 8§50
5 GPIOAIIA 13 . IS~
c1 GPIOATIA g £
= 1033V GPIOASA 4|
. R=—ye1 UD+ V3 oo 13 Gproaea
vBus |IBUS =2 op- RXD o3 ] - it
D- B 1 GND TXD p——yAT0 oA SRIOMA____10 | GPIOA4A
D+ ——1 Ris# vee H—33 .
NC = T3<—201 CTS# TNOW/DTR# P> SPOMA 0 GPIOASA
' GND |2 GhE c2 2= =
USB-Micro =i " seonn 17 | Gproaga S % 8 23
= 2 - SR <=
L BIC WAE UP2AIS | RTC_WAKE_UP2A 5 888 g g o oo
N S g8 ¥2g2¢g¢2¢
GND € 553535888 EE
0 o ol &l o « wl o o =
K s = 2l g & & « 3 o 8 § =
CEV PR G L 3| T B
4 4 4 s 4
U3 e = | 8 & ¢ o o o 2 2
g ooyl o B B 8 8 ¢ 4 d
: ; o o ol g g 9 § § 8 g 3
VBUS Wl G BB 33V ,yrl ‘“H > s s 3 & & & & H
B EE
P 3 ; |
cio c3 N l| G == \ foYo) Y
VBUS3 | op e | s e
= = »
GND GND GND
<
H
2
8la
)F
o=
ip3
Note:
~ . .
1. The power supply must be guaranteed to be 2.1V 3.6V, in order to ensure the stable operation

of the module,
than 500mA.

S.

This module can be divided into Access Point, which is commonly referred to as AP access point, and Station, which is

commonly referred to as a site, can be divided into TCP Server, TCP Client, UDP, MQTT, HTPP client from the

it is recommended to choose an LDO power supply with a power supply capacity greater

Feature description

transmission module and service category.

5.1 Job Roles

Job roles are defined based on the perspective of the WiFi physical layer.

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd
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5.2 Access Point(AP mode)

Access Point is referred to as AP mode, which is similar to a router, allowing wireless devices to connect and establish
TCP/IP-based server, client, and UDP communication. In this mode, 6 stations can be connected, and a maximum of 7

TCP socket transmissions are supported. command AT+CWMODE=1 to configure the module to work in the AP role.

5.3 Station(STA mode)

Station mode is referred to as STA, the module does not provide connection under this role, can only be connected to the
Access Point or router, this module supports TCP server, TCP client, UDP under the Station role, and supports up to 8
sockets. MQTT and HTTP clinet are also supported. Command AT+CWMODE=0, S is set in STA mode.

o

5.4 Network Capabilities

This module supports TCP server, TCP cliet, UDP, MQTT, HTTP client and other functions. All network functions can be
used at the same time, such as TCP server can be enabled and TCP client can be used to connect to other servers at the

same time.

5.4.1 TCP server

Let the module work as a TCP server. Use the command: AT+CIPSERVER to set the TCP server with the
corresponding ip and port. Up to 8 servers can be opened, and each server can connect to 7 clients. After 8 servers
are enabled, TCP client and UDP functions cannot be used.

5.4.2 TCP client

Let the module work as a TCP client. Use the AT+CIPSTART command to start the TCP client and connect to the
corresponding server. A maximum of 8 clients can be enabled to connect to the server, and the TCP server and UDP

functions cannot be used after the 8 clients are enabled.

5.4.3 UDP

The module uses UDP to communicate, and uses the AT+CIPUDP=<local port> command to enable the local UDP port
number. You can create up to 8 local udp port numbers, and you cannot use TCP client or TCP server after the maximum

number is reached.

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 9
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5.4.4 MQTT

The module supports [oT platforms such as Alibaba Cloud, Baidu Cloud, and OneNet in MQTT mode. The service

parameters created by the platform can be added to the module for communication.

5.4.4.1 Alibaba Cloud

For network communication based on the Alibaba Cloud platform, you need to log in to Alibaba Cloud to obtain relevant

parameters, including product key, device name, client ID, and other information.

5.4.4.2 Baidu Cloud

For network communication based on Baidu Cloud platform, you need to log in to Baidu Cloud to obtain relevant
parameters, mainly including device name, user name, password and other confidence, see Chapter 7 Baidu Cloud

Configuration Tutorial for details.

5.4.4.3 Onenet

For network communication based on the OneNet cloud platform, you need to log in to OneNet to obtain relevant
parameters, including device ID, product ID, and authentication information, as detailed in Chapter 7 of the OneNet

Configuration Tutorial.

5.4.4.4 Amazon Cloud

For Amazon Cloud-based network communication, you need to log in to Amazon Cloud to obtain relevant parameters,
which mainly contain AmazonRootCAl.pem, xxxxxx-certificate.pem.crt, and xxxxxx-private.pem.key. For details, see

Chapter 7 of the Amazon Cloud Configuration Tutorial.

5.4.5 HTTP Client

When using this function, you only need to configure the corresponding server resource URL and start a trigger request
to obtain the resources that the server responds to, without worrying about the complex HTTP protocol layer, as detailed
in Chapter 7 HTTP Client Configuration Tutorial.

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 10
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5.5 Low power consumption

This module has three low-power modes: sleepl, sleep2, sleep3 mode. The Sleepl mode supplies power to the shutdown
module, and the current is about 0.2ua. The Sleep2 mode RTC is working, and it can be woken up at a timed or pinned
out, with a current of about 3ua. Sleep3 mode wifi is keep-alive can receive TCP, UDP, MQTT data, send data needs to

wake up the module through pins and commands to send data, after sending instructions into sleep.

5.6 Scans for nearby APs

When this module works in STA mode, you can use the AT command to scan nearby AP information, and if so, print out

the AP information through the serial port in the following format:

Fixed head MAC(BSSID) frequency RSSI flag ssid

+CWSCAN: 70:5d:cc:32:15:32 2422 -30 [WPA2-PSKCCMP] | TEST
[WPS] [ESS]

1. Scanning nearby APs can only be in STA mode.
2. Each parameter is separated by a comma "t' and ends with <LF>. MAC addresses (BSSID) are separated by a

semicolon "',

6. Use the tutorial

This module has a variety of functions, and you need to configure the relevant parameters before using
it before it can work properly.
In the following tutorial, add * is the operation that must be performed, and please set it according

to your own needs when using other modes.

6.1 Basic TCP/UDP data transfer

6. 1.1 Communication with the PC side

6.1.1.1 The module does STA communicate with the TCP server of the PC

To communicate with the PC under the STA role, the module and the module block need to be on the same
LAN. Here we do the STA to communicate with the PC’ s TCP server, and the next module is to communicate
with the PC’s TCP client.

1. Set the module to STA mode, and then restart to take effect: AT+CWMODE=0, restart: AT+RST.

2. Connect to the router in the network segment where the computer is located: AT+CWJAPA=TST-2. 4G,

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 11
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TST12345678, after the connection is successful, the wifi name and the assigned IP address will be
printed.

3. Open the network debugging assistant and open a TCP server. The local IP address of the Network

Debugging Assistant must be on the same network segment as the IP address of the module.

RERE fERE |
(1) i

I TCF Server 'i
(2) FHEHBIL
1192 168 2.25 "i
(3) FMENHO
B0&0

@ %3
AT
(& ASCII HEX
W BESERER
V BEESIT
I BiRHETET ¢
I geEEnE

MetAssist V5.0.3 G £V

BehE FREES
HERE, HREH
L ASATT O RHTE
BERE
@ ASCIT O MEX
W BXFHESET © E
; Eiiﬁzgfg | HEEE | = Al Comnections ()| < i | g tomEe
I EEE 1000 e http: /fwww. cnzoft. cn .
s Foes

& S [ 0/0 [ ) | TE:O Bt iﬁl

4. The module is connected to the TCP server: AT+CIPSTART=192. 168. 2. 25, 8080, and return: +CIPSTART:1
OK.

5. Use the command to send data to the TCP server: AT+CIPSEND=1, 10, 192. 168. 2. 25, 8080, 123456789.
6. Looking at the Network Debugging Assistant and seeing that the data was received:

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 12
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TRERE ) R | NetAssist V5.0.3 G O\

(1) Higed
TCF Server -] [2023-10-30 15:48:35.104]# Client 192,168, 2. 30:35453 gets online.
(2) A Hht
[2023-10-30 16:51:31. 017 ]# RECY ASCIT FEOM 192, 169,230 35453>

192 168.2.25 <]

123456789
(3) FHEH®O

B0S0
BT
(% ASCII ( HEX
¥ ST
v flEashi
I SRR
T Sl |

a

HIERT RS
AARTT O EHTE
CEEEE

& ASCIT O MEX

IV ENEHESHIR © v

I~ Arhanthnd

7. The network debugging assistant sends data to the module, and the module receives the data and prints

it:

[2023-10-30 15:53:1%2.431]
FX:
+TROTC: 1, 192, 165. 2. 25, 8080, 24, http: /fwww. cmsoft. on

8. The whole operation steps.

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 13
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AT e 96
M XCOM V2.6

[2023-10-30 15:48 01, 031]
Ti: AT+CHMODE=D

[2023-10-30 15:48:01, 222]
RX:
0K

[2023-10-30 15:48:04, 174]
TX: ATACWIAPATST-2. 4G, TST12346875

[2023-10-30 15:48 .05, 274]

RE:

i1

[2023-10-30 15:48:07.097]

RE:

HCMTAE:1,” TST-2. 467, 162, 168, 2. 30

[2023-10-30 15:48 33 580]
TX: AT+CIESTART=192. 168, 2. 25, 8080

[2023-10-30 15:48:33. 789]
RI:

CIPSTART:1

i1

[2023-10-30 15:61:31. 007]
TX: AT+CIESEND=L, 10, 192, 168, 2. 25, 5060, 123456789

[2023-10-30 15:61:31. 119]
RI:
0K

[2023-10-30 15:53:12. 431]
RI:
+TRDTC: 1, 192, 168, 2. 26, 8080, 24, http:/fwuw. onsoft. on

BreE BREE tiviw B

B
COMS3 : USB-SERTAL CH34 -

BiE  |usm ~|

2k 1 ~
#iRh 8 &
Halafs Hone v

BO#FE @ =M8E0

BFED | EhREM
() 163#4s 5 ) DTR
O zrs [ ehiRiF

B A% w0

55 @ REHT

86 [ 16l

TS =3

58 [ SEhiEkR

[J AT+RESTART 50 [ AT+vER

[C] AT+DEFAF 51 [[] AT+GPIDSTART=Z, 1¢0, 1

(] AT+RESTORE B2 [[] AT+GPIONR=2, 100, 1

f:\ ATHCIPSTART=192 168. 1. 128, 8080 53 E| AT+GPIORD=C, 100

(] +CIPSEND=1, 10, 192. 168. 2. 26, 8080, 123456789 (] AT+CHMODE=D

M a8 BIRUE | SFWRE | AR t-m | -1 En (el e

25 - www.openedv.com | 5:121 [ Ri131

9 B 100 s

SIEHER

-T5=0 DSR=0 DCD=(| 2amwiiAl 15:55:07

FIAE
(1) fhigesEl
TCP Server _~
{23 FHFNME
182.168.2.95
(3) FHEMRD
[eoe0

@ %6

g

& ASCIT  ( HEX
¥ BRATEXET
¥ BIRRERIT
I~ SlET RS
I~ Bl iFEltE
BnEE  EHl

[ BEfEE EEEH
E—— oz
HIEER Rt
ASCIL/E  CHTE

EREE
% ASCII (" HEX

R SGHES BT ©
I GEnR BN

I TR
I~ {E/AME[ 1000 ns
T a5

1

i

fimEs |

NetAssist V5.0.3 G )

[2023-10-50 15:46 35 104]# Client 192168 2 30 35453 gets online

[2023-10-50 15:51 31 01714 RECY ASCIT FROM 192 168.2 30 :35453>
123456759

[2023-10-30 15:53:12. 304]% SEND ASCIT TO ALLY
http:/fwww. cmsoft. on

HiEAE | FAR [ AL Comneotions ()] < #iF |

¢ En L AR

http:/Feww. omsoft. on

1/1 | RL:9 TH:24

6.1. 1.2 The module communicates with the TCP client of the PC by the AP

1. Set the module to AP mode: AT+CWMODE=1.

2. Reset module: AT+RST.

3. Set the IP address of the AP: AT+CIPIP=1, 192. 168. 10. 1, 255. 255. 255. 0, 192. 168. 10. 1.
4. Set the DHCP server: AT+CWDHCPS=1, 192. 168. 10. 2, 192. 168. 10. 10, 1800.
5. Set the soft AP to AT+CWSAP=MY_SSID, 3, 1, 1, 12345678, 1, CN.

6+ AP created by the PC connection module:

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd
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=X MY_SSID ® |
7o Internet, =2

W=
Zg TST-2.4G
“Za TP-LINK 6C35
“Za EBBO-DY) |
Za T5AACB-G3010series

BHE Wi-FiigE

After the connection is successful, the module prints the MAC address of the computer:

[2023-10-30 15:54;40. 455]
|+
HCWCST: £0:d4:16:92:3a:0b
7. Create a TCP server in the module: AT+CIPSERVER=8080.
8. The network debugging assistant connects the TCP client to the module, and the module prints the
IP address and port number of the PC after the connection is successful.
[2023-10-30 17:02:40.693]

I
+TRCTS: 0, 192, 165, 10, 2, 50004

9. The module sends data to the network debugging assistant:

AT+CIPSEND=0, 10, 192. 168. 10. 2, 50004, 1234567890.
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10. The network debugging assistant receives the data, and the network debugging assistant sends:

RERRE ) #EA | Nethssist V5.0.3 < O
(17 Mgzl
[rercliont 2] | |poozs-10-30 17:08:59. 34518 REcy ascrrs
(23 (AR A Mt 1234867550
[zemt 7]
[2083-10-30 17:13:37. 63714 SEND ASCIT>
(3 IR RO http:/fwww. emsoft. en
050
@ 57 |
B

{* ASCIT ( HEX
F EEFHEARET
W EhREdmT |
I BlEHERET
et |

| BehiE BEEH [

. aE
SERE HWE
| ASRTTAE COEEITH.
CERRE
(* ASCIT { HEX
¥ BNIHESH © e
[~ BEhRiEpn

BUREE B LA
TR, . | 2| . ¢ s L
I A 1000 ns tp: . omsoft. on -
piEES FEkE

L& sk T 55 T Rz | S Biiid !él

[2023-10-30 17:13:37. 754]
Bz
+TROTS:0, 192, 165, 10, 2, 50004, 22, http: /fwww. emsoft. on

6.1.1.3 UDP transmission

The above has introduced the use of the module as an AP or STA to connect to TCP, here we will only
communicate in STA mode.

1. Set the setting mode to STA mode: AT+CWMODE=0.

2. Reset: AT+RST.

3. Connect to the router (the IP of the module needs to be in the same network segment as the computer) :
AT+CWJAPA=TST-2. 4G, TST12345678.

4, OPEN A LOCAL UDP PORT: AT+CIPUDP=8081.

5. The Network Debugging Assistant creates a UDP session.

6+ The module sends data to the Network Debugging Assistant, and the Network Debugging Assistant sends
data to the module.
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[2023-10-30 17:35.15. 406] RS- | BERE ] MetAssic
TH: AT+CIFSEND=Z, 10, 192, 168, 2. 29, 8080, 123456789 (1) Hhigeem d
[2023-10-30 17:36:165.622] e j‘ [2023-10-30 17:35:15. 505]# RECV ASCIT FROM 192.165.2.30 :8080>
R (23 FHhEN AL 123456789
0K W

192 168 2.29 v

[2023-10-30 17:35:24. 84514 SEND ASCII TO 182.186.2. 30 :2080>
[2023-10-30 17:35:24. 959] (3) FhEEO http: /fwww. emzoft. on
Rii: 8080
+TRDUS: 2, 192 168, 2. 29, 8080, 22, http: /fwww. emsoft. on
@ =3

7. All operations are shown in the figure below

i V2.6 - o X .
[T AT o 5
ST FEERE BBES | NetAssist V503 G O
[2023-10-30 17:38:10.551] COME3  USB-SERTAL CH34 1)ty =
i § — ATE 1| |re0es-10-20 17:35: 15,508 e REcy ascIT FEn 12, 168.2.20 cemen>
® waE (ueeo | e 123456785
[2023-10-90 17:39:11. 769] ke L b PelEEE o [2023-10-30 17:35:24.845]% SEWD ASCII T0 192, 168.2.30 :6080>
[X: AT+RST

N 3 S n http /s £t
s o = (Bnﬁyfjmimmu p/fwwn. smsoft. on
[2023-10-30 17:38:11. 895]

-4

s v
fit i) L @ xm [2023-10-30 17:38:30. 066]# RECY ASCIT FROM 192168 2 30 :G080>
® ik 123456789

ROHE @ 2iAB0

Eiuzs—m—an 17:38:13.130] ke [2023-10-30 17:38:31.264]% SEND ASCLI T0 192, 166.2.30 :8080>
] = & I wew. ensoft. en
+INTT: DOHE, O BRITED  FhEk & e t“}mx_ tep: t
[0 1e3ttilesn ) TR ~ HELEART
[2023-10-30 17:38:15. 360] 0 B v SR BT
IX: ATHCRTAPASIST—2. 4G, TST123466 78 S e I SWsiETeT

@ EER 100
[20Z3-10-30 17:38:16. 476] — I #bEEEY
™

4 - :
se .,
[2023-10-30 17:38:18.113] = Sﬁiﬂ
-4 e AR
HCHTAP:1," TST-2. 46, 192. 168, 2. 30 HIERH fEedE
MSCIVE SRR
[2023-10-30 17:38:26. 372] i
[ ATHCIPUDP=8080 <

[2023-10-30 17:38:26. 401]
i

+CIPUDP:2
;K

[2023-10-30 17:38:28. 942]
IX: KT+CIPSEND=Z, 10, 192, 168 2. 29, 6050, 123456759

[2023-10-30 17:38:29. 053]
;L
W

[2023-10-30 17:38:31. 414]
el
+TRINS:2, 192. 168. 2. 29, BOBO, 22, http: /fwwn. cmsoft. on

6. 1. 1. 4Transparent transmission mode

Currently, the transparent transmission mode can only be used in non—low—power mode, and supports TCP
client and udp modes, and the sending of data needs to end in a line break. In transparent transmission
mode, only one socket connection can be established, and multiple connections cannot be made.

1. Connect to the router AP (the ip of the module needs to be in the same network segment as the computer) :
AT+CWJAPA=TST-2. 4G, TST12345678.

2. Open the network debugging assistant and open a TCP server, and the local address of the network
debugging assistant needs to be in the same network segment as the IP address of the module.

3+ The module is connected to the TCP server: AT+CIPSTART=192.168. 2. 101, 8080.

4. Enter the transparent transmission: AT+CIPTRANSLINK=0 //0 is tcp, and 1 is udp.

5. Send data to each other without any problem, such as: 123456789.
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o A vew - - ~
; = € - =
[2023-10-31 10:2463.892] GBI W%kﬁ‘ BRET ] NelAssist v5.0.3 &
(1) thiszeal
TH: 1234567890 COME3: USB—SERIAL CH34 - .
——— TCE Sever (7] | (o03-10-51 10:24:53. 9814 RECY ASCIT FEON 192, 168.2.20 :46158>
[2023-10-31 10:24:64. 964] FHE 115200 v| (2 At 1234567850
T: 1234567890 § 152 165 2101 ]
Bl 1 e Rt [2023-10-31 10:24:55. 00614 RECY ASCIT FRON 192, 168.2.20 :46188>
[2023-10-31 10:25:00. 759] o (3) FEMENED 1234567550
EX: http:/fwrw. ensoft. on #RL 8 N pm

[2023-10-31 10:25:00.635]4 SEND ASCII TO ALLY

[2023-10-31 10:25:01.268] i Hens R @ =0 http: /. emsoft. on
EX: http:Sfwew. cmsoft. en e

BO#KE @ %id80

[2023-10-31 10:25:01.818] CEMRIRE [2023-10-51 10:25:00.876 % SEND ASCIT TO ALL>
EX: http:/fwew. cmzoft. en BEE0 i (% ASCIT  ( HEX http: /fwaw. omsoft. en
= = Al e
[2023-10-31 10:25:03.618] [0 163t HIRRC) ITR ~ 1&Emw1§?tﬁflj
TX: 1234567390 &S O mipiery || ¥ BRESEHRT [2023-10-51 10:25:01. 6984 SEND ASCII T0 ALL>

™ e R http: /fwww. cmsaft. on

10 B EE w0

L —

BhBE BB | |ooon-i0-a1 10:25:07, 16208 RECY ASCIT FEON 192, 168.2.20 46188
[2023-10-31 10:25:12.964] = — | |1e3a56TaE0
ITX: 1234567390 HEE EmEsE K

S shnE 2023-10-31 10:25:10. 36614 RECY ASCIT FROM 192. 168.2.20 :461638>
B 1[234567890 :
HERT, HEWH
ASCIL, SEHTE [2023-10-51 10:25:13. 28314 RECY ASCIT FRON 192, 168.2.20 1461833

1234667690

10. Send +++ and exit the transparent transmission mode // This should also be newlined

6. 1. 1. SBHigh—speed transmission of instructions

In high baud rates, packets may be lost when using AT commands or transparent transmission when sending

quickly. We can send a command to enter data mode first, and then send the data. < the value of the

ESC > is 0xlb, and the instructions are described in the AT Command Manual.

KiER I <BESCPHLcid>, <length>, <remote ip >, <remote port >

Data: < data>

1. Connect to the router AP (the ip of the module needs to be in the same network segment as the computer) :

AT+CWJAPA=TST-2. 4G, TST12345678.

2. Open the network debugging assistant and open a TCP server, and the local address of the network

debugging assistant needs to be in the same network segment as the IP address of the module.

3. The module is connected to the TCP server: AT+CIPSTART=192.168. 2. 101, 8080.

4. Enter data mode: < ESC>HI, 10, 0, 0.

6. If the data specified above is sent, it will wait until the length is insufficient, for example
1234567890.

[2023-10-31 10:82:27.47E5]
T¥: OH1,10,0.0

[2023-10-31 10:52:27. 583]
BX:
0K

[2023-10-31 10:62:33. 402]
TH: 1234567350

[2023-10-31 10:52:33.517]
BX:
0K
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6. 1.2 MQTT

MQTT supports v3.1 and v3. 1.1, as long as the MQTT cloud platform supports these two versions, it can
be connected. In this summary, Alibaba Cloud, Baidu Cloud, ONNET, and Amazon Cloud will be used as
instances to connect and launch data. This section only explains the basic operations on the module

side, and the registration and operation of the cloud platform are described in another document.

6.1.3 Alibaba Cloud

1. The module connects the STA to a router that can access the external network.
2. Go to Alibaba Cloud > IoT Platform > Device Management > Device Information > MQTT Connection

Parameters to obtain the required connection parameters.

MQTT EZ25 X

clientid k02pigll s drscel|securemode=2 signmethod=hmacsha2 56, timestamp=1698665924
663
username device18&k02plgC3UkL
passwd 12%% Y 2 34uueeTcd8bi44ad0d0eT2a4157 1bd 130255 ] Tredel g7 wifes ©* =® 29
mgttHostUrl io0t-0bzuuaupdsoe 5Aviny i b weealiyuncs.com
port 1333
—EEE =i

3+ Set the MQTIT Client ID:

ATHMQTTCID=" seksksksekeksok, devicel | securemode=2, signmethod=hmacsha256, timestamp=1698667627806 |’

Since there are commas in the Alibaba Cloud client ID, you need to use single or double quotation marks
to expand the entire client ID.

4. Set the MQTT broker address and port number:

AT+MQTTBR=al***. iot—as—mqtt. cn—shanghai. aliyuncs. com, 1883,

5. If you subscribe to a topic, you can find the topic format in Alibaba Cloud — > IoT Platform — >
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Device Management — > Products — > Topic List — > Custom Topic List.

FRER Topic 287z ThagEN TEERT RS imiTiE BEFE RS

EERLB{S Topic IHEELB{E Topic

0 BETopich REHISIRR LIRF IR STiEs, Shiis

BEY Topic BIENR = ik BiE

/78 2x150Dgb/S{deviceName)/user/get TR » - - HiE B
e —— » *sim : as m
[ TRt o/SideviceName/user/update/error %5 7 - - mE | B

ATHMQTTTS=1, /akskskkksoknk /§ {deviceName} /user/update
6. Post Topics:

ATHMQTTTP=/ akskksskoktoskk /$ {deviceName} /user/update
7. Set the device name and login password:
AT+MQTTLI=username, password

8. Start connecting to MQTT:

AT+MQTTCL=1

[2023-10-30 20:47:11. 664]
[¥: ATHETICL=1

[2023-10-30 20:47:11. 763]
i
1K

[2023-10-30 20:47:12. 318]
iK:
AMQTTCL: 1

Response+tMQTTCL:1The connection is successful, if it fails, the topic may be set incorrectly.
9. Post MQTT message:

AT+MQTTMSG=hel lo, /aikskstksstok /$ {deviceName} /user/update

Since we have the same subject as a publisher and subscriber, we receive the message sent.

[2023-10-30 20:53:05: 799]
T¥: ATHIQTTMSG=hellw, /1" 1 b 23UkLAdevi cel fumer fapdate

[2023-10-30 20:53:06.017]
RX:

0K

AMGTTMSGEND : 1

[2023-10-30 20:53:06. 224]

RE:
AMOTTMEG hello, /B "em  B5UkL devicel /s er/update, 5§
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6. 1. 3. 1Baidu Cloud

The module connects the STA to a router that can access the external network.

1. After Baidu Cloud registers the device, the connection parameters are IoTCoreld, DeviceKey, and

DeviceSecret.

ERER
loTCoreld:
DeviceKey:

DeviceSecret:

IBESEHRIE:

anqdrpz
devicel
whEkhEkERLELE EE

=EEFE

It is inconsistent with the actual MQTT connection parameters, we want to use this provided by Baidu

CloudOnline toolsCalculate our actual connection parameters:

) https://iotcore-dev-tool.gz.bcebos.com/mqtt-sign/

ESREES (WArdEm)

*loTCoreld
Hthis;
*DeviceKey
*DeviceSecret
AR ()
IR

SR (MQTT HEER)
Broker #izht
MQTT FF&
MQTT 2553

ClientID

WARTH
I
WAETT

PAETT

MD5

ENGEIEEEE EAO

ERLREEENSBER A 10min, Fxe; SRINEERAER, BIUMNENTEERE,

wHE

The input information here is the connection parameter we obtained above, and we can generate our actual

connection parameters by clicking on the calculation. Note that this timestamp is only 10 minutes.

The timestamp must be set to 0 or much greater than the current time.
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2. The rest of the operations are the same as those of Alibaba Cloud.

6. 1. 3. 2 OneNet

Onenet is similar to Alibaba Cloud and Baidu Cloud in that it uses the parameters and calculation tools
of the cloud platform to generate the final connection parameters: broker address, username, password,
and clientID. It should be noted that the current MQTT version of OneNet is V3.1.1, and the version

setting is incorrect, and the connection cannot be successful.

6. 1. 3.3 Amazon Cloud

Amazon Cloud connects in the form of certificates, and we get several certificates after signing up

for Amazon Cloud’ s MQIT service. The certificates we need are the suffixes in the figure below.

-~

= PR
HEREIEH 2023/¢

5] 0a7b1d69255594606ed69a4424109783cf4 1 cdbde9967ad412a1fch34a21 ef'{a-certiﬁcate,pem,crt ] 2023/t
[] 0a7b1d69255594606ed69a4424109783cf41 cdbde9967ad4 23‘]fc63452‘lef1 B-private.pem.key l 20238
[] 0a7b1d69255594606ed69a4424109783cf41cdbded967ad412a1fc634a21ef1 8-public.pem.key 20238

[ ['] AmazonRootCA1.pem 2023/
[[] AmazonRootCA3.pem 2023/

1. To flash the certificate to the module, we need to burn the root certificate, the client certificate

and the private key, open our certificate above in a notepad way, and then copy it.
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B cm.txt teraterm.log teraterm.log AmazonRootCAl.pem ® +

it =E =85 o

MIIDQTCCAimgAwIBAgITBmyfz5m/jAc54vB4ikPmljZbyjANBgkghkiGOwOBAQsF
ADASMQswCQYDVQQGEwIVUz EPMABGATUEChMGQW] hem9uMRkwFwYDVQQDExBBEWF6
b24gUm9vdCBDQSAxMBAXDTELIMDUy N jAwMDAWMF o XDTMAMDExNz AwMDAWMF owOTEL
MAKGALUEBhMCYWMxDzANBgNVBAOTBKFEYXpvb jEZMBCGALIUEAXMQQUWLhemSuIFIv
b3QgQREgMTCCASTWDQYIKoZ Thy cNAQEBBQADZEEPADCCAQoCggEBAL JAgHHKeNX]
ca9HgFBaFW7Y14h29]1091ghYP18hAEVrAL tht0gQ3p0sqTQNroBvo3bSMgHFzZM
9061I8c+6zf1tRndSWiw3te5d]jgdYZ6k/0I2peVKVuURFAfnStBbedNgcmzUSL /qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4uthp+UhnMIbulHhebdmjUcAwhmahRWa6
VOujwSH5SNz /@egul XetdHA114gk957EWNE 7 cAcX8IGKLhD+rcdgsq@BpakDill
93FcXmn /6pUCyziKrlAdbSv7LIWIbxcceVOF34GFIDSYHIGY /QCB/IIDEgEw+0yOm
jeSublrIqg@CAWEAARNCMEAWDWYDVRETAQH/BAUwAWEB / zAOBgNVHQSBAFSEBAMC
AYYwHQYDVR@OOBBYEFIQYzIUBT7LwM1IQuCFmex7IQTgoIMABGCSqGSIb3DQEBCWUA
AATBAQCY8§daQZChGsV2USggNiMOruYoubra1K51pDB/G /wkjUuByKGXIrbxenDI
USPMCC§ jmCXPI6T531HTFIUIrU6adTrCC2q]eHZERXxh1bI1B it/ msvBtadQluls
N+gDS63pYaACbvXy8Miy 7Vu33PqUXHeeELV /Ug2VEviTO96LXFVKW1IbYKEUIBvv
o/ufQIVEMVTBQtPHRhEjrdkPSHCa2XVAcdFyQzR1b1dZwg] c ImApzyMZFoeIQEXU
5Ms T+yMRQ+hDKXJ i0aldXgjUkK642MALwtBVBob2xINDd2Z hwl noQdeXeGADbkpy

rgXRFboQnoZsGAqSWHTPAGESQvvES
77777 END CERTIFICATE---—-

Example:

ATHMQTTCA=0, * ————- BEGIN CERTIFICATE——-
MIIDQTCCAimgAwIBAgITBmyfz5m/ jAo54vB4ikPml jZby jANBgkqhkiGIwOBAQsF
ADASMQswCQYDVQQGEwJVUzEPMAOGA 1UEChMGQW 1 hem9uMRkwFwYDVQQDExXBBbWEF6
b24gUm9vdCBDQSAxMBAXDTE IMDUyN jAwMDAWME 0 XDTMAMDE xNzAwMDAwWMF owOTEL
MAkGATUEBhMCVVMxDzANBgNVBAoTBkFtYXpvb jEZMBcGATUEAXMQQW1hem9ulF Jv
b3QgQOEgMTCCASIwDQY JKoZ ThveNAQEBBQADggEPADCCAQoCggEBAL J4gHHKeNX j
ca9HgFBOfW7Y14h29]J1091ghYP10hAEvrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906118c+6zf1tRn4SWiw3tebd jgdVZ6k/0I2peVKVuRF4fn9tBb6dNqemzUSL/ qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOV j4utWp+UhnMJbulHheb4m jUcAwhmahRWa6
VOu jwbH5SNz/0egwL.X0tdHA114gk957EWW67c4cX8 jJGKLhD+rcdgsq08p8kDi 1L
93FcXmn/6pUCyziKr1A4b9v7LWIbxcceVOF34GFID5YHIOY/QCB/ I IDEgEwW+0yQm
jeSubJrIqg0CAWEAAaNCMEAwWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQSBAfSEBAMC
AYYwHQYDVROOBBYEFIQYZzIUO7LwMI1 JQuCFmcx7IQTgoIMAOGCSqGSIb3DQEBCWUA
A4TBAQCYS8 jdaQZChGsV2USggNiMOruYoubr41K5IpDB/G/wk jUu0yKGX9rbxenDI
USPMCC j jmCXPI6T53iHTfIUJrU6adTrCC2qJeHZERxh1bI1Bjjt/msv0tadQlwUs
N+gDS63pYaACbvXy8MWy 7Vu33PqUXHeeE6V,/Uq2V8viTO96LXFVKW1 JbYK8U9Ovv
o/ufQJVtMVT8QtPHRhS jrdkPSHCa2XV4cdFyQzR1bldZwgJcJmApzyMZFo61Q6XU
5MsI+yMRQ+hDKXJioal dXg jUkK642M4UwtBV8ob2x JNDd2ZhwLnoQdeXeGADbkpy
rqXRfboQnoZsG4q5WTP468SQvvGh

The content of the certificate must be enclosed in single or double quotation marks
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[2023-10-31 11:14:68. 746]
T¥: ATHTTCA=], * —BEGIN CERTIFICATE——

[2023-10-31 11:14:58 595]
BX:
0K

[2023-10-31 11:15:31.501]

TH: ATHMOTTCA=D, BEGIN CERTIFICATE
[MIIDATCCAImzhwIBASTTEmorf z6m j AobdvwEd 1 kFml jZhar  ANE gl qhle1 GAw0BAD =F
ADAEND =w COYIVOQGEw TVUzEFMANGAL WECEMGOW L hem3uMElw Fw Y IVOQDExEEBWEFE
24 2limSr ACEIQS A ME4 X DTE IMONAH 3 AwMDAWME o DTMAMDE 2 H z AwMD AwMF cow 0TEL
Ml TEEEMC VWM D 2 AHE sHVE Ao TBLF t Y porb jEZME oGA 1 UE AxMOOW L hem3uTF T
b330 200E MICCASTwDOY JTEoZThr e HAQEBERAD £2EF ADCCAQ o zzEBALT4 fHHE 2 HX 5
ca@HzFROEW TY14heaTL 091 hYP1ORAEwr AT tht0 £053p0 = qTONy oBw o 3bSMzHF z7M
O0EITEaHiz £l tEnd W1 w3 tebd) zdVEEL /oI e VEVuBF 4 f1.9 tEhE AW g omz UE L qw
TFWEbHrL) zLEm +a, s FaemPUD gHIEEHOV ) dutWp FUhoMThul Hhe bddm ) Ve o hn o b BN a6
V0 wEHESHz Me e LHOt dHAL 14 kOB TEWWG T od o} 8 TEELID +r odq=q08pEkDi 1L
A3F clmnBp Uy 1 Er Lad b TLN T hat 0o e VOF34GET DG HI 9Y /OCE /TIDE zEw Hlvidm
1 g5ub TrLqe0CAwE AL 2HTME Aw I YIVEOT AQH/BAUw AwEE £ z ADB HVHISE A FIERAMC
AYTwHOYDVEOOBRBYEFIQY zIU0 7 LMl TOuCFm o YIAT 20 IMAIGCS o35 THIDOERCwUA
AATEAACYSE  dafZChG=VEUS sz 1My u¥ oufr 4 1EET pDE /G wle  Ua0wEGE Sr b an DT
UEFMCC imCXPIETEILHT fIU xS adTrCC2q TeHEERch I bI 1B jt/m=vtaddlwls
H+=zDS63p Y afC bl Bl TVu33E qU He e EEV U2 V8w 1 TOSELYFw KW 1 THYESUA0 v
o/ fg TV MY TE tFHERS 11 dPSHC 22X V4 0 dF 2Rl bl dZw T e Jmbp ondZF o STREKT
EM=T +MEA +hIEX T1 oal d¥ = ULEGAZMA T tBVE o b2 THD d2Zhw ool d el eGal blpar
rqiBfhodnof =G4 g B TPARSSHrvGE

END CERTIFICATE :

[2023-10-31 11:15:32. 095]
B :
0K

2. Next, follow this method to burn the client certificate and private key.

3+ Since Amazon Cloud wants to verify the current time, we need to enable the SNTP network to obtain
the time: AT+CIPSNTP=1, pool.ntp.org, 86400.

4. Set the time zone, the default is UTC time and China time difference of 8 hours: AT+TZONE=28800.
5. Restart and look at the query time: AT+TZONE=28800, AT+RST, AT+TIME.
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LE0Z5-10-31 11 :27:36.353 |
TX: AT+TZOHE=25500

[2023-10-31 11:27:35.539]
BX:
0K

[2023-10-31 11:27:41.284]
TX: ATHRST

[2023-10-31 11:27:41.393]
Rx:
0K

[2023-10-31 11:27:42. 632]
Rx:
+INIT.DONE, O

[2023=10=31 11:27 44 177]
Rx:
HCWTAF: 1, " TP-LINE G035, 192, 168.1. 115

[023-10-31 11:27:47.309]
TX: AT+TIME

[2023-10-31 11:27:47.427]
Rx:
+TIME : 2023-10-31, 112749
0K

10. Set the MQTT broker address and port number: AT+MQTTBR=a-ats.iot.us—east—1.amazonaws. com, 8883.
11. Enable TLS: AT+MQTTTLS=1.

12. When Amazon Cloud tests MQTT, the topic can be customized, and here we define the topic name as

test.

B £ @ & #H=ETEHv EBYTE v

AWS loT

st

ERE-GRE
> EESHRE

» Device Advisor

MQTT Wik EF 5

BEUE g

B

» FERE

b Greengrass B4
b LPWAN %

e

b TR
» HEEEE

b SEBIEE Hub

(SAILUER MQTT ISP RS I AR AWS TP RIEEM MQTTEE, BESRAHHEERAN MQTTHEE, LUSEMRZSEAS AWS loT, AWS loT BS54 MQTT EE, LISEMMISHEASRENNA
. EAILUER MQTT MRZEF HRITE MQTT EEEE, 31§ MQTT MEAARIEHE.

> EEEAER Q@BEs

BT LA W R A A B T AT

TRER  RAHIERE

EERREE EE
EERER RS ENER. TREERETIEE MQTT BER.

test

> RRE
iTE

T test EREYEREN
test O X | wmam

{
“message": "Hello from AWS IoT console"

}

> HtERE

CloudShell  [Ri&

13. Module subscription topic, module publishing topic: AT+MQTTTS=1, test;AT+MQTTTP=testl.
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14. Start the connection MQTT: AT+MQTTCL=1.

[2023-10-31 11:44:32 861]
Th: ATHATTCL=1

[2023-10-31 11:44:32 985]
B :
0E

[2023-10-31 11:44:35 577]
BX:
AMGTTCL: 1

The connection is successful.

14, Modules send messages to AWS, and messages with line breaks or commas need to be enclosed in double
quotation marks or single boots:
ATHMQTTMSG=" { "message”: “hello”}’, test

[2023-10-31 13:37:27. 54d]

> H%EE TH: AT-HRTTHMSG= {”message”: “hello”}’, testl
[2023-10-31 13:37:25.010]
i
O
MUTTMEGEHD : 1
¥ testl [2023-10-31 13:37:35. 868]

TX: ATMOTIMEG=" {"message”: "hello 12"}, testl

[2023-10-31 13:37:39, 009]
Jit
{ 0K

"message”: "hello wl2"
AMTTMSGSHD : 1

15+ Amazon MQTT is issued

[2023-10-31 13:37:25.010]

THESE = BHIEE

[2023-10-31 13:37:38.855]
TH: ATMATTMEG=" {"message”: "hello w12"}, testl

TEEIR
FTEERREES. HESEELIRSFRE(QoS) 0 EmEIk=a. [2023-10-31 13:37:39.009]
R @
Q, test ok
] HMATTHSGSHD 1
HEmE

[2023-10-31 13:38:41.138]
{ R
*message”: "hello aws" HRTTNEG { “message”s hello sws'}, test, 28

} [2023-10-31 13:38:51.418]

AGTIMSG: [ “message” “hello aws”}, test, 23

> HibEE [2023-10-31 13:38:52.075]
EX:
Presms| AETIMEG: [ “message” “hello aws”]. test, 28
: N [2023-10-31 13:38:62. 285]
MOTTHEG: [ “message”: “hello aws”}, test, 28
1 TiE tact1 e o

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd 26



esste Chengdu Ebyte Electronic Technology Co.,Ltd. E103-W12 User Manual

6.1.4 HTTP Client

Use ATHHTTPC to get the corresponding http information, here is an example of httpbin. org:
AT+HTTPC=https://httpbin. org/get, get.

[2023-10-31 10:56:48. 074]
TX: ATHHTTRC=https: fhttpbin. orgfzet, zet

[2023-10-31 10:56:45. 194]
BX:
0K

[2023-10-31 10:56:49. 550]

EX: HITPS1.1 200 QK

Date: Tue, 31 Oect 2023 02:56:50 T
Content—Twvpe: application/json
Content—Length: 297

Connection: close

Server: gunicorn/19. 9.0
fhocessTControl—Allowdrigin: *
hocessTControl—allow—Credentials: true

[ “arg=": {1 “headers": { “hocept”: “kAT, “Host”: “httphin. org”, “User—hgent”:
“1wIP/2. 1.2 (http:/#fsavannah nengmu. org/projects/wipl”, “Y—tmzn—Trace—Td": “Reoot=1—65406:fz—
EE3c5eb54550413e4101845" . Yorigin”: “112.54 89 224%, "wl”: “https://httpbin ergfzet”]
HHITFCSTATUS: O

6. 2 Low power usage

6.2.1 sleepl mode

Sleepl is the shutdown mode, which enters sleepl mode when the PWR KEY is pulled down, and exits
when it is pulled up.

6.2.2 sleep2 mode

The RTC in Sleep2 mode is working, and the wake—up mode is when the time is up or WAKE UP the falling

edge wake—up;

AT+SETDPMSLPEXT=10, 0 // Enter sleep2 mode, automatically wake up when the time is up in 10s, and

you can also wake up by WAKE UP feet.
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6.2.3 sleep3 mode

Keep wifi connection in sleep3 mode, sleep3 mode can only be in sta mode, and need to be connected
to AP, after failing to connect successfully and failing for many times, it will enter abnormal low—power
mode and need to be re—powered on (can be achieved through PWR KEY), and cannot send data to the serial

port when it is not awakened. Here we take the low—power mode as an example as a TCP client.

1. Connect to AP:
AT+CWJAPA=TST-2. 4G, TST12345678

2. The IP of the computer is in the same network segment as the module, open the network debugging

assistant to open a TCP server.

A e ut B
SRR #HER= i MetAssist ¥5.0.3 P 1)

(1) fig2em

I TCF Server "'i
(2) FEM it
|192.168.2. 101 "i
(3) FMENRO

fos

3. The module is connected to the TCP server on the PC side:
AT+CIPSTART=192. 168. 2. 101. 8080

4. Save the current state and prepare for low power:
AT+CIPSAVE

5. Enter Low Power Consumption:
AT+DPM=1
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[2023-10~31 09:44:54. 1E5]
ATE: AT+CIPSTART=192. 168. 2. 101, 8080

[2023-10~31 09:44:54. 330]
RX:

HIPSTART: 1

0K

[2023-10-31 09:47:22. 93]
Tx: ATCIPSAVE

[2023-10-31 09:47:23. 128]
RX:
0K

[2023-10-31 09:47:57. 048]
T¥: AT+DFM=1

[2023-10-31 09:47:57.415]
!R}(:

0K
[2023-10-31 09:47:65.693]

AR
+INIT:DOHE, O

[2023-10-31 09:45:00. 741]
RX:
+CWTAP: 1, TST-2. 4G, 192. 168.2. 24

[2023-10-31 09:45:01.928]
RN
+CIFINFOALL: 1, TCE, 192, 168, 2. 101, 8030, 32493

6. When entering sleep3 mode, the module will periodically wake up to receive data and report it
once in a period of time. Under normal circumstances, the average power consumption is about 150UA,
but the WiFi frame of some routers will make the module answer and cause the power consumption to be
very large, about 1IMA, and the average power consumption will also increase when the AP network quality
is not good. Here we are using a router with TP-LINK, with an average power consumption of about 150ua,

and you can also use your mobile phone to open a hotspot for verification.

; A iy eh i
250
1 3.3080V
251 159.4094 pA
1 523.1230 uwW
2001 N =5 e
1?5; - 3.3211Vv
1 221.0885 mA
150+ M S e |
, 252 _ _ 2.7839V
100%
o 1.3539 pAh
| 4.4431 uwh
so] O nm e,
ol 30.5760 %

2manNe
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7. In low—power mode, the data sent by our network debugging assistant to the module can be received,

as shown in the following figure:

A XCOM V2.6

[2023-10-31 10:07:14. 026]

-8

+INIT: WAKEUF, UC

TRITC: 1, 192 166. 2. 101, B0B0, 22, http: /fwww. omsoft. on
[2023-10-31 10:07:14. 218]

BE:

[2023-10-31 10:07:18. 145]

BI:

+INIT:WAKEUF, UC

+TRDTC: 1, 192, 168. 2. 101, 8080, 22, http:/fwww. cnsoft. on

[2023-10-31 10:07:18, 330]
Bi:

- o
BORE

COME3 : USE-SERTAL CH3d

HHE | usz00 ~|
Bk 1 v
Hrigf [ ~

HAE  Home ~
E0HE @ x@=0

#FEN | ARk

[ 163t IS DTR
O rrs [ ghiges
@A 10

1) thiggss

TCP Server
t2) FHIHA
192 168.2.100 -
(3) FHMEHHD
]

BHras

@ ASCII  ( MEX
¥ BHTEAET
W RS
I bR ET
I R

BENEE
i ®

ASCIT/f% SRS

RERE

@ ASCIT  HEX

¥ SRS ©
I~ EEhEERE

BEEETH

HIERT fldE |

T HHREE | NetAssist V603 < £

[2023-10-31 10:07:11. 772]# SEND ASCII TO ALL>
kettp: /fwen. enzoft. en

[2023-10-31 10:07:16.827]% SEND ASCIT TO ALL)
http:/Fwwn. omsoft. en

L |

[rERETR e

< werr | ~oeve A e

8. The module needs to wake up when sending data, WAKE UP the falling edge of the foot needs to

wake up, and it needs to send AT+CLRDPMSLPEXT command within 1s to show the exit of low power consumption,

otherwise it will enter a low power consumption state

9. After the module wakes up,

is completed,

AT+CIPSEND=1, 10, 192. 168. 2. 101, 8080, 123456789

AT+SETDPMSLPEXT
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it enters the low power consumption through AT+SETDPMSLPEXT, for example:

it sends data to the tcp server on the PC, and after the sending
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i xcom vas

[2023-10-31 10:12:01. 443]
s
+IFIT: YAKEUF, EXT

[2023-10-31 10:12:01 430]
[¥: AT+CLEDEMSLPEXT

[2023-10-31 10:12:01.599]
e
b4

[2023-10-31 10:12:45. 852]
[X: ATCIPSENT=L, 10, 192, 166, 2. 101, 8080, 123466789

[2025-10-31 10:12:45 770]
e
b4

[2023-10-31 10:12:54. 660]
[X: ATCIPSEND-1, 10, 182. 168, 2. 101, 3080, 123466789

[2023-10-51 10:12:54 773]
W
bl 4

[2025-10-31 10:12:66. 026]
[X: AT+SETDEMSLEEXT

[2023-10-31 10:12:56 146]
s
bl 4

[2023-10-31 10:13:02 078]
[K: AT+SETDPMSLEEXT

Btk BRRE fhits g8
(0] AT+CIPIP=1, 192, 166.10.1

a0

(] AT+DEM=L

7. Welding work instructions

= o X

PRI

S0 | #EET |

HetAssist v5.0.3 G O

1)tk

TCP Server =

O3 USE-SERTAL CH34
S
it 1 v
g s ~

[tezon o1 | 2 b
[z ez o =]
(3) FHEAHD
5080

@ 2
iR

@ ASCIT O MEX
¥ #ETERET
¥ I ECEIhT
I SRR T
I liRrrEnT.
AR ERE |

TR Hone ~
B8R @ XiL0 1 |123458780
REFED FaiE

() 16t ilgan ) TR
[ rrs [ 5zhig?F
@rEE w0

123456789

BahE EEEHE K
it 2z |

HUERE fRHE

ASCIT/E GEHTE

R
@ ASCIT (7 HEX
I ST ©

[2023-10-31 10:07:11. 772]# SEND ASCIT T0 ALL>
http:/fwww. ensoft. on

[2023-10-51 10:07:18 827]# SEND ASCIT TO ALL>
http:/fwww. emzoft. cn

[2025-10-51 10:12:46 724]% RECY ASCTT FROM 192 166 2 20 -50Z063

[2023-10-G1 10:12:54 895]% RECY ASCTT FROM 192 166 2 20 -50Z083

™ BshkEmh
™ TR, .

HEEE | FPig

#11 Connections (3)~| <+ B B LEs

I RS 1000 s
=

http: /fwww. ensoft. on

B

B @R & s

7.1 Reflow soldering temperature

2/2 i KI:18 TH 44

i =livize AP

Reflow soldering curve characteristics

Assembled with lead

Lead—free process

(Tsmax) .

process assembly
Minimum temperature . .
100°C 150°C
(Tsmin).
Preheating/keeping -
Maximum temperature . .
warm 150°C 200°C

Time (Tsmin Tsmin).

60-120 seconds

60-120 seconds

Slope of heating (Ti'm).

3 ° C/sec, maximum

3 ° C/sec, maximum

Liquid phase temperature (TL)

183°C

217°C

TL above the holding time

60790 seconds

60790 seconds

Peak temperature of the package Tp

The user must not exceed
the temperature indicated
on the product’ s "Moisture

Sensitivity” label.

The user must not exceed
the temperature indicated
on the product’ s "Moisture

Sensitivity” label.
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The time (Tp) within 5° C of the specified
grading temperature (Tc) is shown in the

figure below

20 seconds

30 seconds

Cooling slope (Tp TL).

6° C/sec, max

6° C/sec, max

The time from room temperature to peak

temperature

6 minutes, the longest

8 minutes, the longest

the user

% The peak temperature (Tp) tolerance of the temperature curve is defined as the upper limit of

7.2 Reflow soldering curve

7

UAEES] TlpiTc

A \

oy, —

\ Te Ili
Te-5°C et

R,

vEl

}'n[[_;l_i}{['_
=

ts
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8. Revision History

W 26°CEE {E I8 FEAY R ]

i TE) =>

version Date of revision Revision Notes Maintainers
1.0 2023-10-31 Initial release Create
1.1 2024-5-7 Replace the recommended schematic diagram Hao

Copyright ©2012 - 2023, Chengdu Yibaite Electronic Technology Co., Ltd

32



esste Chengdu Ebyte Electronic Technology Co.,Ltd. E103-W12 User Manual

About us

Technical support: support@cdebyte.com

Thank you for using Ebyte products! Please contact us with any questions or suggestions: info@cdebyte.com

Phone: +86 028-61399028
Web: https://www.cdebyte.com
Address: BS Mould Park, 199# Xiqu Ave, High-tech District, Sichuan, China

@) °
EI(3¢'='E Chengdu Ebyte Electronic Technology Co.,Ltd.
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